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The comparison of efficiency and security between AES and DES

YAO Hua-zhen
(College of Information Zhongkai Univesity of Agriculture and Technology, Guangzhou 510225 China )

Abstract: The implement of two algorithm, Data Enciyption Standard (DES) and Advanced Encryption Stan-
dard (AES) were discussed. Compared with DES, AES has more superiority in efficiency and security.
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{ KeyExpansion (CipheiKey, FxpandKey) // ,
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for G=1; < N, i+1+) //N,—1
Round (State, ExpandedKey [1] )
{ ByteSub (State); //S— ,
ShiftRow (State); // )
MixColumn (State); //

AddRoundKey (State, ExpandedKey [i];)  //
FinalRound (State, ExpandedKey [ N;| )

{ ByteSub (State);
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ShiftRow (State); //
AddRoundKey (State, ExpandedKey [ N;] ); // } }
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Tab. 1 Time companson of fast implementation Tab. 2 Efficiency comparison of fast implementation

and general implementation

and general implem entation

Implementation method ~ Encrypt/ s DecrypV s Implementation method Encrypt/Mb/s Deaypt/ Mb/ s
6 10 3 77X 86; 5027 377X & 10=3 016
General implementation General implem entation
3 5 3 77X &3; 10053 3 77X &5=6 032
Fast implementation Fast implementation
4 AES DES
4.1
DES s 3.7 (3 960 928 )
Windows 2000, CPU 2. 2G HZ, 256M . DES 64 s 56 DES
3:
AES DES, AES DES
C 4.
3 AES DES 4 AES DES
Tab. 3 Encryption time comparison of AES and DES Tab. 4 Encryption efficiency comparison of AES and DES
Algorithm Encrypl/ s Deciypl/ s Algprithm Enctypt/ M s Decrypt/ M s
DES 18 18 DES 377X 8/1871 676 3. 77X 8/1871. 676
AES 6 10 AES 3. 77X 8/675. 027 3 77X 8/10= 3. 016
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